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Expanding our Horizons with Contagious Enthusiasm

Rationale
At Holywell Church of England Primary School, we believe that the internet can be an inspiring and positive place.  A valuable educational resource, it is government policy to connect all schools to the internet.  However, the internet is a dynamic and ever-changing place, managed by a worldwide collaboration of independent agencies.  Without appropriate measures, access to unsuitable materials is possible and system security may be at risk.  However skilled we may be, we still need advice and protection in order to manage our activities and lives online.  This policy has been agreed to ensure that Internet and email use supports the school’s educational aims, promoting the knowledge and understanding of all elements of e - safety ensuring the responsible, safe and secure use by all stakeholders.
Aims of School Internet and Email access

School internet and email access should be used by staff to:

· Raise educational standards

· Support curriculum development

· Support staff professional development

· Enhance communication and the exchange of data between schools, the Local Authority and government departments

· Enhance professional communication and administration within school

School internet access should be used by pupils where:

· Internet access is planned to enrich and extend learning activities as an integrated aspect of the curriculum

· Pupils are given clear learning objectives for Internet use 

· Pupils are provided with relevant and suitable web sites and resources

· Pupils will be made aware that the author of a web page, email or text message may not be the person they claim to be, and are taught to validate information before accepting it as true

· Pupils are taught to observe copyright when copying materials from the web and to acknowledge their sources of information

· Pupils are taught to expect a wider range of content than is found in other media sources 

Acceptable Use of Internet and Email
· The use of ICT resources will be for directed purposes on the basis of educational and administrational need
· Users will access and amend files and documents using their password which will be confidential  at all times

· Hardware encrypted memory sticks will be used to store and transfer information

· School data may not be transferred onto any equipment not owned by the school

· The Headteacher and Governing Body reserves the right to look at all files on the school  system and approve access by users

· Any user of the school e-mail systems must not communicate inappropriate or offensive material. 

Managing the Internet Safely
· County firewall software provides anti virus protection

· Filtered access for both adult and child use is provided by the County Internet Service Provider 

· All Internet access by pupils is supervised by a member of staff or other responsible adult 

· Staff should not communicate with pupils in the school through social networking websites
· Staff should teach pupils to adhere to the age restrictions of social networking websites

· No pupil, member of staff or community user is permitted to access material that is illegal or potentially offensive using school systems 

· The copyright and intellectual property rights of material using the school system will be respected 

· All staff  have received training in GDPR

· All staff and pupils have a responsibility to report e safety or e security incidents 
Online Safety Education
Children are taught online safety across the school through assemblies, ‘Safer Internet Days’, PSHE, posters and Computing lessons.  SMART guidance is taught and shared with children:

Safe: Keep safe by being careful not to give out personal information when chatting or posting online. Personal information includes your email address, phone number and password. 

Meeting: Meeting someone you have been in touch with online can be dangerous. Only do so with your parents’ or carers’ permission and even then only when they can be present. 

Accepting: Accepting emails, messages, or opening files, pictures or texts from people you don’t know or trust can lead to problems- They may contain viruses or nasty messages. 

Reliable: Someone online might lie about who they are, and information on the internet may not be true. Always check information with other websites, books or someone who knows. 

Tell: Tell your parent, carer or a trusted adult if someone or something makes you feel uncomfortable or worried, or you or someone you know is being bullied online.

Responding to Incidents

It is important that all members of staff are aware of how to respond if an e-safety incident occurs or if they suspect a child is at risk through their use of technology. 

· Responses to e-safety incidents will be consistent with other incidents in school.  

· If an e-safety incident occurs, the school will follow its agreed procedures for dealing with incidents including internal sanctions and involvement of parents.  

· Where the school suspects that an incident may constitute a Child Protection issue, the usual Child Protection procedures will be followed.
Digital Publishing 
The school has its own web site. Ultimate responsibility for the content of the site rests with the Headteacher in line with the following guidelines
· Parent / carer permission will be sought before publication of photos, videos and DVDs generated or identified by the school

· Personal information will only be published with parent / carer permission 

· Individual pupils will not be identifiable by full name at any time

· Parents are advised that photographs including images of other pupils at school events, e.g. plays, sports day, should not be put into the public domain, e.g. social networking websites
Mobile IT hardware e.g. laptops in transit

· Mobile IT resources are to be stored in a locked compartment e.g car boot when in transit (insurance requirement)

· Mobile IT resources e.g laptops are to be used exclusively for school purposes

Disposal of hardware

· All obsolete hardware will be safely and securely disposed of

· All obsolete hard drives will be wiped prior to safe disposal

· PRM Green Technologies (can collect from all 3 schools across the federation for redundant educational equipment)
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